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Building a VM Server Introduction

Introduction

Building a virtual machine server follows a standard procedure at Texas Capital Bank. This
document follows this procedure and illustrates where a VM engineer would make changes to
produce a nonstandard VM.

It deviates from the main procedure when a TCB user needs:

e Custom Virtual Machine (nonstandard number of CPUs or amount of memory)
e A database store attached

e Internet Web Server

e Customizations to the Guest operating system

Mounting an ISO Image file/CD-ROM procedure

Several steps during the building of a VM server require you to mount an ISO image on the
virtual machine D:\ drive or CD-ROM.

To mount an ISO Image file on a VM machine:

1. On the VM Toolbar, select the VM > Edit Settings command from the menu.

2. When the <servername> - Virtual Machine Properties window displays, select the cp/pvb
Drive 1 from the Hardware list.

3. Select the Datastore ISO file option and click Browse.

Figure 1: Select Hardware with the ISO Image File

= vmonenctedoch1 - Virtual Machine Properties

— Device Status

Memory 2048 MB IV Connected

@ CPus 2 ™ Connect at power on
& Floppy Drive 1 Client Device

% CD/DVD Drive 1 (edited) [150's] WindowsSer...

- Network Adapter 1 103-TCB-SERVER-MGMT

( scsicControllero LSl Logic

& Hard Disk1 Virtual Disk

[ Z
{* Datastore 15O file

|(150's] WindowsServer2003R 25tand. Browse... |

= Virtual Device Node
@ |DE (0:0) CO/OVD Drive 1

]

4. Navigate the 1s0's folder in the Browse Datastores window. Expand the Name column to
see the appropriate 1ISO file name.
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Building a VM Server Initial Requirements Gathering and Determination

Figure 2: Select ISO Image File from the Datastore.

[ Browse Datastores M[=1E3
Lockin: [1SO's | [J
MName | File Size :l
@ WindowsServer2003R2Enterprise_withSP2_discliso 546 MB
Q] WindowsServer2003R2Enterprise_withSP2_disc2iso 121 MB J
@ WindowsServer2003R2Enterprise_x64_withSP2_discliso 624 MB
@ WindowsServer2003R2Enterprise_x64_withSP2_disc2iso 167 MB
(| WindowsServer2003R2Standard_withSP2_discliso 594 MB
Q)] WindowsServer2003R25tandard_withSP2_disc2iso 122 MB
@ WindowsServer2003R25tandard_x64_with_5P2_diskliso 622 MB
@] WindowsServer2003R25tandard_x64_with_SP2_disk2iso 167 MB
Y Micracn f Nffica ChacaDaint Cancae MNTion £17MA =z
4 | >
| OK
fe e IS0 Image (*.is0) >l concel
4
5. Once you locate the file, select it and click OK.
6. On the <servername> - Virtual Machine Properties window, choose the Connect check box.
7. Click the Radio Button for "Connected"
8. Click OK to mount the ISO image file.

Initial Requirements Gathering and Determination

The VM Server build starts with a request form from a user that describes the server hardware
and software characteristics needed for their business purposes.
The requirements and initial determination includes:
1. Obtain completed VM Server Request form from the TCB User requesting the new Server.
2. Open a Site Helpdesk Ticket to track the VM building assigned to Server Support.

3. Save the server request form electronically in this folder:
G:\$ Information Technology\Private\Server Inventory and
Documentation\VM Order Forms

4. Reassign the Site Helpdesk Ticket to Network Support so they can create the vLAN,
provide the IP Address for the new VM, and document the addition.

Creating the basic VM (from template or customize)

If the user requests a nonstandard you would use the first procedure to create the virtual
machine. Texas Capital Bank standardizes its VMs and follows the second procedure to create
the basic VM. Stephen Meilinger has developed excellent templates to create VMs for

application servers, Internet web servers, SQL Database servers (2003 and 2008), and BizTalk
servers.

Creating custom VM with a template

To create a custom VM, not defined by a current TCB VM template:
1. Log in using the Virtual Infrastructure Client.

2. Navigate to Inventory Virtual Machines and Templates view. Right-click the Templates folder
and choose the New Virtual Machine command. The New Virtual Machine Wizard guides you
during the remaining steps.

3. Use the default Typical selection for the Virtual Machine Configuration and click Next.
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Building a VM Server Creating the basic VM (from template or customize)

4. Name the template according server and CPU type and designate it with the word
“template.” Click Next.

Example: The template: Template 2003 Standard 32 Bit would be used to build
standard TCB application servers.

5. Select a Host / Cluster name in the desire TCB environment (Figure 12 on page 12) where
the Template is stored in its VM format. VMware validates the compatibility of the VM with
its host. Click Next.

Select a host datastore name (Figure 13 on page 13) for the template.

Select the Guest Operating System (Figure 3) the VM template.

Select the Number of virtual processors (Figure 4) for the template.

Adjust the Virtual Memory size (Figure 5) allocated to the VM created with this template.

Select the number of NICs (network interface cards, Figure 6) and which network Label
(VLAN Port Group) to connect those adapters. Telecom Support defines firewall rules for
the vLAN Port Groups.

11. Set the size on the Virtual Disk Capacity (Figure 7) for the template.

12. Validate VM template options (Figure 8). For changes, select the Edit the virtual machine
settings... check box. Click Finish.

© 0 ®» N

Figure 3: Select VM Guest Operating System

[*H New virtual Machine Wizard

Choose the Guest Operating System Virtual Machine Version: 4
What Guest operating system do you plan to use with this virtual machine

Hote: The selection on this page allows the wizard fo provide defaulis for various virtual machine
paramsters suitable for the guest OS you intend to install Your selection is also recorded as part of the
virtual machine's configuration o allow hosts to optimire scheduling and ather handing of the virtual
machine for the Brgeted guest OS5, This wizard does ot install any guest OS for you.

o | <pack |[ mest> |  concel

o
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Building a VM Server Creating the basic VM (from template or customize)

Figure 4: Select Number of Virtual Processors

(=) New Virtual Machine Wizard

Virtual CPUs Virtual Machine Version: 4
Configure the number of virtual processors in the virtual machine.

Wizard Type

Mame and Location Mumber of virtual processors: m
Host [ Cluster

Datastore

Guest Operating System

CPUs

W

Figure 5: Configure Virtual Machine Memory

(2] New Virtual Machine Wizard

Memaory Virtual Machine Version: 4
Configure the virtual machine's mamory size,
Wigard Type Specify the amount of memory allocated to this virtual machine.
Name and Location The memory size must be a multiple of 48,
tost / Cluster Memory for this virtual machine:
Catastore
Guest Operating System o 2048 = MEB
':F"Uﬁ- YJIFPII*‘IFII11IFFI!!IFIIi!IPII!III
Memory 1& 65532
Net q . To set the memary to one of the indicated values, you may
yir tual Disk Capacity dick the colored triangle on the slider above or in the legend
Ready to Complete below.
£ Guest 05 recommended minimem 128 MB
& Recommended memory 256 MB
Ly Guest 05 recommended maximum 4096 M8
Help I < Back Next > Cancel
Vi
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Building a VM Server Creating the basic VM (from template or customize)

Figure 6: VM Network Connections for Management and Data NICs

%] New Virtual Machine Wizard

Virtual Machine Version: 4

Choose Networks
Which network connections will be used by the virtual machine?

Vizarg Typs  Create Network Connections

MName and Location

Host / Cluster How many NICs do you want to connect? iz v]

Datastors Connect at

Guest Operating System Network Adapter Power On

CPUs - = :

il NIC 1  [103-TCB-SERVER-MGMT  ¥| |Flexible |

U (o 106 -TCE-NETAPP-1SCSI [Flexible x| W

Adapter choice can affect both netwarking performance and migration
compatibility. Consult the VMware KnowledgeBase for more information on
choosing among the network adapters supported for various guest operating
systems andhosts.

Hep | <Back |[ mext> |  cancel |

Figure 7: Virtual Disk Size Selection

[=3 New Virtual Machine Wizard
Define Virtual Disk Capacity virtual Machine Version: 4
What size do you want this virtual disk to be?

Wizard Type Set the maximum size for the virtual disk.
Mame and Location
Host [ Cluster Datastore: [vmsystam07
Datastore
Guest Operating System Available Space (GH): |: 120.4
CPl=s
Memory Disk Size: | 3d= | =
Metwork
Virtual Disk Capacity

__reo | <o [ [ tew> | conce |

Vi
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Building a VM Server Creating the basic VM (from template or customize)

Figure 8: Check VM Specifications before Creating Template

(%] New Virtual Machine Wizard

Ready to Complete New Virtual Machine virtual Machine Version: 4
Are these the options you want to use?

Wizard Type When you dick Finish, a task will be started that wil create the new virtual machine.
Mame and Locabon

Host [ Cluster The virtual machine will be created with the following options:

Datastore Mame: _Template _2003_Standard_32_Bit

Guest Operating System Folder: Templates

CPUs HostfCluster:  DRS

Mt Resource Pool:  Resources

. '::':'P Datastore: vmsystem07

=R ) Guest 05: Microsoft Windows Server 2003, Standard Edition (32-bit)

Virtual Disk Capacity Virtual CPUs: 2

Ready to Complete Mamory 2048 MB

MICs: 2
MIC 1Metwork: 103-TCB-SERVER-MGMT
MIC 2 Network:  106-TCB-NETAPP-ISCSI
Virtual Disk Size: 10 GB

[~ Edit the virtual machine settings before submitting
& Creation of the virtual machine does not indude any automatic installation of the

guest operating system. =
You will need to install the guest OS just as you would on a new physical computer,

| e

A

Creating a VM from an existing VM inventory template

Texas Capital Bank has templates for its standard application, firewall, user, and data base
servers. Additionally, you can customize the VM just prior to deployment.

Create a VM from a previously designed server VM template:

1. Log in to Virtual Infrastructure for the environment (Test/Production) where you want to
build the server. Click Inventory toolbar button and select the Virtual Machines and
Templates command (Figure 9).

2. Select the desired template (Figure 10). Right-click and choose the Deploy Virtual Machine
from this Template command from the shortcut menu.

3. Name the server in accordance to the TCB naming scheme established by the Server
Operations based on its Location and Functionality. Select the inventory folder (Eigure 11)
where you can reference the VM configuration. Click Next.

4. Select the Host or Cluster (Figure 12) where the VM runs. Click Next.
5. Select the Datastore (Figure 13) that contains the VM operational files. Click Next.

6. Select the Customize using an existing customization specification option and

select the desired specification (Figure 14). Click Next.

Note: This is a SYSPREP answer file. Select the Use the Customization Wizard to temporarily...
checkbox to display or perform a temporary specification edit.

7. You can choose to power on the VM after VMware builds the software. Powering on
permits the SYSPREP customization to run (Figure 15: Deployment Options Prior to VM
Creation). Click Finish to create VM.

Caution: You may edit the Virtual hardware at this step, but Server Support recommends that
you wait until after the VM is created..
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Building a VM Server Creating the basic VM (from template or customize)

8. VMware creates the VM software (Figure 16). Select the new VM, right-click and choose
the Open a Console from the shortcut menu. You may get a McAfee generated error
(Figure 17) because its service has no network connection.

Figure 9: Access Virtual Inventory

o I V|
Inventory Scheduled Tasks Events
| v Hosts And Clusters Ctrl+Shift+H

Virtual Machines And Templates Ctri+Shift+4
Networks Ctrl+Shift+M
Datastores Ctrl+Shift+D

v Show Virtual Machines

Figure 10: Select VM Template

= k:j‘ Templates
[+ Enterprise
8 _Template _Windows_2008_x64
[J _Template 2003 R2_Standard_x64
(J [CTemplate 2003_R2_Standarc -

Q _template_dmz_wingows2003 Clone.., ;
[J _Template_Windows_2003_St; wwwwm -
& _Template_XP_Pro Deploy Virtual Machine from this Template.. |

Rename
Remove from Inventory
Delete from Disk

Scan for Updates
Remediate...
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Building a VM Server Creating the basic VM (from template or customize)

Figure 11: Define Name and Location to Deploy VM

i+ Deploy Template Wizard

Select a Name and Location for this Virtual Machine
What do you want to call this virtual machine and where do you want it located?

Name and Location Provide a name for the new virtual machine and select its location in
@ Host [ Cluster the inventory panel below. Virtual machine names can contain up to 80 characters,
- but they must be unique within each inventory folder.

Complete

Share Point
Share Point Test
Templates

s

H

Hgbl gk |[ next> | cace |

Figure 12: Select Host

[ De ploy Template Wizard

Select the Host or Cluster
On which host or duster do you want to run this virtual machine?

Mame and Location = ]:::I Stage and Test

# [ omz

[l Darwin DRS Cluster

[ [ORS]

Compatibidity:
Validation succeeded

_re | oo [[Me> ] o |
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Building a VM Server Creating the basic VM (from template or customize)

Figure 13: Use This Datastore to Store VM

|-T' Deploy Template Wizard

Choose a Datastore for the Virtual Machine
Where do you want to store the virtual machine files?

;‘——L&'ﬂtﬁ‘_? 'Lt"'i“ﬂ" Select a datastore in which to store the files for the virtual machine.
oSt J LiLster
Datastore It is advisable to choose a datastore that is large enough to accomodate the virtual machine and allits virtual
B Guest Customization disk files, so that they may all reside in the same place.
Name + | Capacity | Free | Type | Access | |
[150'] 49.75 GB 15.01 GB VMFS Multiple hosts
[vmdatadriveli]  498.75 GB 109,18 GB  VMFS Multiple hosts
[vmdatadrivel?]  495.75 GB 143.20 68 VMFS Multiple hosts
[VMdatadrivelds]  248.75 GE 22820GE  VMFS Multiple hasts
[vmsvstem01] 118.75 GB 6.17 GB VMFS Multinle hosts
[vmzystem0s] 215.00 GB 30.42 GB VMFS Multiple hosts
[VMsystemi7] 219.00 GB 15044 GB  VMFS Multiple hosts |
[Valumet {1]] 191 TB 30455 GB  VMFS Multiple hasts =]

o | <gak |[ mext> |  concel |

i

Figure 14: Customize the Guest OS with A Specifications File

[z Deploy Template Wizard

Select Guest Customization Option
How would you ke to customize the guest operating system for the new virtual machine?

'—ﬂﬁﬂ‘-‘-‘i’dm:a“”" Select the option to use in customizing the guest operating system of the new virtual machine.
Host [ Chusher
Datastore

B Guest Customiz " Donot customize
ser Se ™ Customize using the Customization Wizard
{*  Customize Using an existing customization spedfication

| Name [ Guestos | Description -
_DMZ_Template_2003R25P2_standard_x85 Windows Windows 2003 B2 5P2 standai
_Template_2003R2_Enterprise_x64 Windows
tandard

Template 20032 Standard xB6 Wirdiowes

_template_wmsysadmn_\Win_23 Winndows

_Template_Windows_2008_x64 Wirsdows

_Template_Windows_2008_x64_Server Wirndows

_Template_Windows_Enterprise _2003_RC2 SP2... Windows May 9, 2003
_Template_Windows 2003 R2_x&4_Standard Wirndows

template_XP_Pro_SP2 Windows s

WMSFDBO1 Windowes &
RNDEDD SN Wil

:'Tr | H

[T Use the Customization Wizard to temporariy adjust the spedfication before deployment

Hdpl <gack [ mext> |  conca |
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Building a VM Server Basic VM build procedure

Figure 15: Deployment Options Prior to VM Creation

=5 Deploy Template Wizard

Ready to Complete New Virtual Machine
Are these the opbons you want to use?

Finmer ancf | ocation When you dick Finish, a task wil be started that will create the new virtual machine.
Datactos The virtual machine wil be created with the folowing options:
@ Guest Customization Template to Deploy _Template_2003_R2_Standard_x86
Ready to Complete Hame: vmonenatedocdl
Folder: Server Management
HostfCluster: DRS
Datastore: vmsystem07

Guest 05 Customization Specificabion: _Template _2003R2_Standard_x86
¥ Power on this virtual machine after creation. [ Edit virtual hardware (Experimental)

& MﬁhwwmmmmmmMﬁhmtwah system.
You will need to install the guest 05 just as you would on a new physical computer

| 4

Figure 16: VM Build in Progress

{3 VMDREROZ
& vmdrepstaged
f_‘b wmevauRo]
q vmevauRn?
5 venintsPrviul)

= [ Server Manageme _|

@ 3 Snare Point
) Share Point Test

8 Teines -

hu:d Tasks

| Hame | Target: | Stots | Tritiated by = Time | Start Time

| £ Clone virtual Maching b _Templyte_2003_R2.. % [ | ONCALLDIR0\S_jepres. 32009 RS1:21 AM  4/20/200% 95121 AM
—

Figure 17: McAfree Warning Message - Ignore
£

!E AL baast one service or driver Falled during system startup, Use Event Viewer to examing the event log for detais,

o |

Basic VM build procedure

Once you have the “bare-bones” VM, you install all the administration and OS software
necessary to integrate the server into TCB’s secure network.

Installing Guest Operating System

Each VM requires a guest operating system that is compatible with host server that runs it. This
example describes installing the Windows 2003 Standard 32-bit Edition OS for a VM.
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Building a VM Server Basic VM build procedure

Installing the guest OS (Windows 2003 Server R2):

1.
2.

o

© N o

9.
10.
1.
12.
13.

14.
15.
16.
17.

Mount an ISO image file for the desired OS using the Templates CD-ROM drive.

Whether a template or VM, power on the VM. Select the device name, right-click, and
select the Power On [Ctrl] + [B] command.

Open a Run console.

Start the Windows installation by formatting the single disk partition (default size 10 GB).
Select the Format the partition using the NTFS file system Option.

Once Windows formats the disk partition, it examines the disk, and copies installation files
from the ISO image file.

The Windows installation proceeds. Click Next on the Regional and Language Options.
Supply TcB for the Name and Texas Capital Bank for the Organization. Click Next.
Supply the Product Key. Click Next.

For the Licensing Mode, choose the Per Device or Per User option. Click Next.

For the virtual machine (template), supply the Administrator password. Click Next.
Provide Date and Time Settings. Click Next. Wait until Windows installs network drivers.
For Network Settings take the Typical Settings option. Click Next.

Select default WoRKGROUP for Workgroup or Computer Domain. Click Next. Windows
completes its installation.

Log in as local administrator to complete installation.

Mount Disk 2 ISO image to continue the guest OS installation.

Follow onscreen instructions for OS. Accept End-user License Agreement.
Windows copies files for Windows Server 2003 R2. Click Finish.

Install VMware Tools
To install the VMware Tools:

1.

© N kDN

Log in as local administrator using the password set during the guest OS installation:
Username: administrator
Password: ***x**x*xx**x (use default for Colo or Operations environment)

Using the VM Console toolbar, select the VM > Install/Upgrade VMware Tools command.
Click OK after reading the Install VMware Tools information message.

The VMware Tools wizard displays. Click Next.

Use the default Typical option for Setup Type. Click Next.

Click Yes in response to enabling the hardware acceleration.

Follow the HWAccel . txt instructions to configure the hardware acceleration.

Click Finish when the wizard completes.

Restart the server by clicking Yes.

Configuring the Network Settings

Telecom Support provides Server Support with (1) Server IP address, (2) Default Gateway
address, and (3) Primary and secondary TCB DNS server addresses.

Configuring Network Settings

1.

w

Double-click the NIC desktop tray con to display the Local Area Connection Status window
and configure the network settings.

Click Properties.
Double-click Internet Protocol (TCP/IP) choice listed. Its Properties window displays.

Select the Use the following IP address option and insert the IP Address,
Subnet mask, and Default gateway provided.
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Building a VM Server Basic VM build procedure

5. Select the Use the following DNS Server addresses option and insert the Preferred
DNS server and Alternate DNS server.

6. Click OK twice. Click Close on the Local Area Connection Status window.

Enable Remote Desktop administration on this server

Enable the Remote Desktop protocol:
1. Click start. Right-click the desktop My Computer icon and select Properties from the menu.
2. Click the Remote tab when the System Properties window displays.
3. Select the Enable Remote Desktop on this Computer checkbox. Click OK.
4. Click OK for the Remote Sessions information message.

Update Windows with all security and maintenance patches
The next step is to bring the guest OS up-to-date with security and maintenance patches.

To update the Windows OS:
1. Select the desktop Start icon and select Windows Update.
On the Browser Welcome page of Windows Update, click Custom button.
Install all High-priority updates available for this server (Figure 18).
Once Windows installs all updates, click Restart Now to reboot server.

Once the VM restarts, return to the Windows Update page and verify no additional high-
priority updates exist for this server.

o e

Figure 18: Windows Update—High-priority Updates

Quick Links | Horme | Worldwide

f-,l.l!_f’winﬁm Search Microsoft.com fors

Windows Update
‘Windows Family Windows Marketplaca | Office Family Microsoft Update

Wiridows Uipdate Hoime ’
=+ Customize your results
InstillUpdates (50) Select High-Priority Updates
To help protect your compuber against security thrests and parformance probiems, we drongly recommend you install sl high-priceity updates,
Select by Type
Figh Pricrity (50) Forviews and nstal updates Tokal: SOiupdates , 73.1 MB , 1 howr 2 minutes
Softwars, Optional (4)
High-priority updates
Hardware, Optional (3) Clesr 2 I B
Options Microsoft Windows Server 2003
Ruasew your updats history ¥ @ Security Update for Windows Server 2003 (KB981373)
Rastare hiddan updates -
W B Security Update for Windows Server 2003 (KBH54572)
Changs settings
FAQ W B Sacurity Update for Windows Server 2003 (KB952004)
GEt el and suppont ¥ [ Security Update for Windows Server 2003 (KB960803)
s aciniristrshor opfiony P [@ Security Update for Windows Server 2003 (KB953426)
W [3 Cumulstive Security Updsts for Internet Explorer & for Windows Server 2003 (KB953027)
¥ [ windows Malicious Software Remaval Tool - April 2009 (KBESOE30)

Install McAfee Antivirus
Texas Capital Bank deploys the McAfee VirusScan Enterprise software on its servers.

To install the MacAfee VirusScan software:
1. Mount the ISO image file with McAfee software to install.

2. Use Explorer to navigate to the D: \McAfee folder. Double-click the filename
SetupVSE.EXE to start the installation program.

3. At the initial dialog, click Next.
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Building a VM Server Basic VM build procedure

4.

® N o o

9.

For the License expiry type drop-down list, choose Perpetual. Select I accept the
terms in the license agreement option and click OK.

For the Select Setup Type, take default (Typical) and click Next.
For Select Access Protection Level, take default (Standard Protection) and click Next.
Click Install on Ready to Install dialog. Wait for completion.

On the McAfee VirusScan Enterprise setup has completed successfully dialog, take these
defaults and click Finish:

—Update Now check box

—Run On-Demand Scan check box

Click OK to restart the server. All McAfee VirusScan features are active.

Install SNMP monitoring

To install Windows network monitoring components:

1.
2.
3.

4.

5.
6.

Mount the ISO image file with Windows Server Installation software to the CD-ROM.
Click Install optional Windows Components selection.

On the Windows Components dialog, select the Management and Monitoring Tools
check box and click Details.

Select the simple Network Management Protocol check box on the Management and
Monitoring Tools dialog. Click OK.

Click Next on Windows Components dialog.
Once the Configuring Components progress indicator completes click Finish on the wizard.

Add the server to the Domain
To add the server to the TCB network domain:

1.

o v DN

6.
7.

Click the desktop Start icon. Right-click My Computer and choose the Properties command.
On the System Properties window, select the Computer Name dialog tab.

To join the domain, click Change and display the Computer Name tab.

Select the bomain option under Member of and type tcbna.net. Click OK (Figure 19).

When asked on the Computer Name Changes window (Figure 19), supply the credentials
that permit you to add servers to the network.

Click OK three times in succession to join the domain.
When asked to restart the computer, click Yes to reboot.

You can now login to the server using domain credentials.
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Building a VM Server Basic VM build procedure

Figure 19: Join Server to Domain with your Credentials

Computer Name Changes 21x|
You can change the name and the membership of this
computer. Changes may affect access to network resources.
Computer name:
otedocl -
S Compoter Name Chonges T
Full computer name: gif&
vmonenotedoc(, EF¢
More... 4|
Member of
+ Domain: Enter the name and password of an account with permission
Pchﬁjﬁt ko join the domain.
" Workgroup: Liser name: |’E _:J :;J
|'-Nl'.1F:hGF:I.'ELIP
Passwaord: I
ok | Cconcel | ok | concel |

Configure to use TCB Windows Server Update Services server

Windows servers need to get their updates directly from the TCB Windows Server Update
Services (WSUS) implementation. To set this up properly do this procedure.

Configure new VM server to get Windows updates from the TCB WSUS
implementation:

1.
2.
3.

Ensure that the VM server has joined the domain (see previous procedure).
Log in as a local administrator on the VM and update the server’s registry entries.
Update the server registry by running these commands at the command prompt.

Example command line syntax

> REG DELETE “\HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate® /v
SusClientId /f

> net stop wuauserv

> net start wuauserv

> wuauclt.exe /resetauthorization /detectnow

Microsoft iSCSI Initiator
Installing the iISCSI initiator is necessary to use the TCB SAN filer LUNS to store information.

To install the Microsoft iSCSI Initiator software:

1.
2.
3.

© N oo

Mount the ISO image file with iISCSI software for several different operating systems.
Navigate to the appropriate folder containing the operating system needed for this VM.

The folder contains the most recent Microsoft OS HotFixes needed to work with this
version of the iISCSI Initiator. Double-click and install all the HotFixes (Figure 20).

Once HotFixes complete, double-click on the executable (Figure 20) for the Microsoft
Initiator.

Click Next on the installation wizard initial window.

Select the Microsoft MPIO Multipathing Support for iSCSI check box. Click Next.
Select 1 Agree option on the License Agreement. Click Next.

After installation completes, do not restart the server. Click Finish.
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Figure 20: iSCSI Initiator Software for VM Operating System

& 0 Software for 32 Bit Server 2003

Ble Edt  Yew Faeortes Jooks  Help

(Back = ) - T | Fseach Foders | & X 9| D=

Agidress | =) D:\Seftwars fer 32 B Sarver 2003

Home I Soe [ Type [ Date Modfied

.E-dﬂ.r-etfx:i_xaﬁ.em 51,53 KB Apphoation 30812009 10:39 PM
’HM:&S.EM 237,054 KB Apphcatian N6 2009 732 PM
G-buld BA2S- e exe 2,34 KR Application L2 /2005 325 P
B snapieived. 0.2 i, exe W0,818K8  Applcation STA0J300% 102 P
[l windowsServer2003_KES31300_xH6_ENUIaxe TAZKE  Apphoation 519 2005 3:33 PM
Fwindowsservar2003-KB9191 17-x86-ENLLexe 1,281 KB Apphcation ZIUG200W 10:49 PH
o Servera00G-0BI 32 T35-xB6-ENLLsxe SITKE  Applcation SPar200E T:46 P
[ windows Server 2003-KBS 37 32 xRE-ENLL sxe STPER  Application 2INAI2009 8:546 P
ElwindowsServes 2000-KEH046 T 2-xB5-EMU ee 536 K8 Applcation ENG[Z00% 10:49 PM

W MS HotFixes for Guest 0S

Ensure all software packages and updates are installed prior to SnapDrive

There are several software packages and updates you must installed prior to installing
SnapDrive on the server. They include:

1. Windows Update KB931300
Windows Update KB919117
Windows Update KB932755
Windows Update KB937382
Windows Update KB940467_v2
Windows Update KB891957
Windows Update KB898790
Windows Update KB945119

9. Microsoft DotNet 3.0
10. Microsoft DotNet 3.5

These software packages are at: \\c1l1lcifs02.tcbna.net\
tcbshare\NetApp\Software\TCB 3.0\Microsoft SnapDrive Updates

N OGaRLODN

To install all the prerequisite software updates and packages
1. Install each update in the proper sequence, but do not restart (reboot) the server.\
2. Install Microsoft DotNet 3.0 using defaults. Do not restart the server after install.
3. Install Microsoft DotNet 3.5 w/SP1, taking all screen defaults.
4. Restart the server after successfully installing all packages.

Install SnhapDrive
For Snapshot backups, we must add a local administrator’s credentials so that nightly jobs run
correctly.
To add SnapDrive software to the VM server:
1. Add s_snapdrive as a local administrator on the server.
2. Navigate to the folder used to install the iISCSI Initiator (Figure 20) and its Hotfixes.

3. Double-click on the SnapDrive executable (Figure 21: Start SnapDrive Installation) to start
the Installation.
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Figure 21: Start SnapDrive Installation

o [z Soltware for 32 Bit Server 2003
EW; Enk i PR N e
Gﬂ_afk!u.fj.‘m.w *qulmv
Agidress ) D:\Scftwars for 32 Bt Server 2003
Mame - l See | Type | Date Modfied
i@mfxs_m.m 51,53 KB Applcstion 382009 10:39 FH
T dotnati s ave ZITOSAKE  Apphestion 62009 7:32 P
:Irﬁ&.nr-ll:ﬂhmm.an 2,3 KB Apphcstion 1/21 /2003 3-25 PH
30,MBER  Apphestion 2/20{2009 1:02 P#
S winddowisSarver 2000 KBII1300 86 EMUexe T4ZER  Applcstion 5/9/2008 3:38 PM
5 windewesSarver 2003-KE01 911 7-xB6-ENL, axe 1,781 KB Applestion 2/16{2009 10:49 PH
:'ﬁmmmxm.uxe S3TER  Bpphcstion S0 2008 2:46 P
5 windewsSarver 2003-KBOI7 382- «B6-ENL, e STOKR  Apphestion 2/1812000 8:56 P
:ﬁmmﬂﬁ}mm:m SIEER  Apphcstion 21162003 10:49 P
4. Click Next at the welcome screen.
5. Type the License Key in the Select SnapDrive to Install dialog. Click Next.
6. Type TcB for User Name and Texas Capital Bank for Organization. Click Next.
7. Accept default Destination Folder and click Next.
8. Do not select the Enable VirtualCenter or ESX Server Settings check box. Click Next.
9. Provide domainName\a_snapdrive for Account and supply Password. Click Add to define

the credentials (Figure 22) and click Next.

Figure 22: SnapDrive Service Credentials

|,:‘ snapirve® - Installation Wizard
SnapDrive Service Credentiale
Specify account information For the installed services,

/ Ensure that the specified sccount 5 a member of the Storage System’s local
/4, administrators group as well as the local administrators group of this system.
=} See the SnapDrive Installation and Administration Guide for more details
about service account requirement s,
Moioe: NetApp V55 hardweare provider negistrstion sso requines user account information,
Recount:

oo id Ssal

[.. T

Confirm Passwoed:

Eu PerR——

<k [ etz | come |

10. For the SnapDrive Web Service Configuration, specify web service endpoints (Figure 23):
TCP/IP Endpoint: 808

HTTP Endpoint: 4094
HTTPS Endpoint: 4095
Click Next.
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Basic VM build procedure

Figure 23: SnapDrive Web Service Endpoint Configuration

|',;:-1 Snaplrived - Installation Wizard

snaplrive Web Service Configuration
Spacify SnapDrnee Wb Seevios Configuration

SnapDrive Wb Seevics TopfTp Endpont (Port) %
Seusplirive Web Sarvice HTTP Endpeint (Port) Fu:rgq
SnapDrive Wb Servics HTTPS Endgont (Port) [

l

11. Select the Enable Transport Protocol Settings check box and choose the rRpc option.

Click Next.

12. Leave the Enable Protection Manager Integration check box unselected. Click Next.

13. Click Install to begin SnapDrive installation.

14. Click Finish upon completion.

15. Right-click on My Computer > Select Manage. Navigate the tree view: Storage, <Server
Name> and iSCSI Management. You should see both iSCSI Targets (Figure 24) that you

previously set up in any MS Initiator Configuration process.

Figure 24: iSCSI Targets

E Caormputer Management (Local) -
B- & Storage Overview
E| ‘":ﬁ SnapDrive [ T
i - Storage System Management
E--f'fj‘ﬂ CLIINTMTGWHDEDL (Local) —_—
& % Disks iSCSI Target List

EI i 15C5I Management .
iqn.1992-08, corm.netapp:sn, 10117
: ign. 1992-08, com.netapp:sn. 10117
l @ Ewent Yiewer

i5CSI Targets connected to the server CLIIMTMTGWHDBOL are shiown bl
Expand the target wview to display the iISCSI session information,

[ o, of LUNs |
F-ited ign, 1992-08, com. netappisn, 101 176699
wf Q. 1992-08, corm, nekapp:sn, 101 177296

=]

16. Click Disks. Any provisioned LUNs setup by the Storage Support team, display (Figure 25).

Figure 25: Provisioned LUNs on Allocated Disks

E Computer Management {Local)

{5051 Management |21 LUn2,0,3,2] (Do)

Expand the disk view to display the list of Snapshot copies.

Overview
E| & Storage -
2115 SnapDrive | [ty | LUMs mapped to the server CLIINTMTGWHDBO1 are listed helow,
Storage System Management

,j=_| CLIIMTMTGEWHDED] {Local)

=-Elg, Disks Disk List
) LUM[2,0,3,2] (DY)
{1 LUN2,0,3,3] (D\Program Filesivic | || D'Sk Identification

cl1na0Z:fvaljSOL_DATA_01/cllintmbgwhd. .. 30,004 GB

LUN Slze v |

n,1992-08, corm.netappisn, 10117
: n.1992-05. com.netapp:sn. 10117
J&] Event viewer

858 5niapshot Copies

----- L85 Snapshot Copies

= {j LUM[Z,0,3,3] (D:YPr... clina02 clina0z; fvalfSQL_LOG 01 clinkmtgwhdb. ..

20,000 GB
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NetBackup Agent

Install the NetBackup Agents for saving server contents to tape during weekly jobs.

To install the NetBackup Agent:

1. Mount the ISO image file that contains the NetBackUp Agents.
2. Navigate to the installation folder (Figure 26) for the appropriate guest OS and double-click

the Launch. exe executable to perform the NetBackup installation.

Figure 26: NetBackup Agent Folder for Desired Server Type

& 0\ NetBackUp_Agents'MetBackUp 3Zbit Agent

Bl Gt Vew Favortes Jools Help -

OBsck » ) - | Jseach Folders |k 3 X 9| [D-

Akress |3 0:\NetBackLp_Agents\fietBacklp 3204 Agors

Nome = ] size | Type | Erate Modiied |
) addons it Fakdar 2/12/2009 10:11 AM
e File Folder 2/1212009 10:13 AM
C3PC_Cint Fila Folder 2/1212009 10:11 AM
it Fike Fokder 2/12/2009 10:12 AM
}ﬂoﬂ.ﬂ.l’f 1KE Ssbup Informnation Z/12J2009 10218 AM
[ElLsuncth. bt LEE  Windows Batch File /11980 12:01 A

- L aunch. e | 124 KB Apphcation 111980 12101 AM
“HLsunchoini 1KE Configuration Settings 111980 12:01 AM

2] Reeackmes_Chent. bt SKE Teut Document 1/1/1580 12:01 A8
(3] Rmmckrs_Sarver bt 4KB  Taxk Document /11980 12:01 M

3. Click the NetBackup Installation link.

4. Select Install Client Software link.

5. Accept the license agreement and click Next.

6. Selectthe Install to this computer only option. Select Typical installation option.

Click Next.

7. For the NetBackup System Names, supply names for the Client and Master Server Name
(Eigure 27). Select Install LiveUpdate Agent check box and choose LaN Server Type option.

Click Next.

Figure 27: NetBackup System Names and LiveUpdate Configuration

fl s Yeritas MetBackup Clent
NelBackup System Names
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Building a VM Server Final Steps for Server Delivery

8. Click Install. Installation completes. Click Finish.
9. Click Exit on final screen.

MS iSCSI Initiator Configuration
\\OPSCIFS1.tcbna.net\Group\$ Information Technology\Private\Infrastructure Support\Storage
Support\Storage Support\NetApp\OneNote\lnstallation Guides.one

Check with Jamey Hines.

Final Steps for Server Delivery

Once you have completed these major procedures, you need to review your work to detect if
any procedures are missing (Note: These things happen in the best of families!)

1. Review the Server request Form and insure you have satisfied the Specifications for
Hardware and Software.VM. Use the Control Panel > Add/Removes Programs:

SNMP
DOT.NET 2.0, DOT.NET 3.0, and DOT.NET 3.5 with Service Pack 1.

Microsoft iSCSI Initiator
NetApp Snapdrive Utility
McAfee antivirus Software
NetBackup agent

Prepare specific items for this server

If customer is asking for MDAC 2.8 or Microsoft WSE 3.0:

e Copy these utilities from \\OPSCIFS1.tcbna.net\Group\$ Information
Technology\Private\Server Inventory and Documentation\Misc

Utilities to the server desktop.
e CopyWSE 3.0to C:\ drive root.

Tell customer that you copied WSE 3.0 to the root of C: \ drive, but did not install the software.
The user needs to install the software.

Database Server Configuration

Prior to beginning the SQL Server software installation, you must ensure you have installed the
backup and HSA drivers.

Ensure that you installed this software:

e Install SnapDrive

e Microsoft ISCSI and

e Windows Utilities

e Send VM to Database Support once remaining software installations complete.

Installing Internet Information Services
e Ensure Network Support has provided the website application IP and port numbers that
must be opened in the firewalls.
e Communicate website IP to Application Support
e Ensure that MS Il is installed

Installing Internet Information Server

If the VM is to support Internet web applications, you must install the Microsoft Internet
Information (lIS) service (Windows Components).
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Building a VM Server Installing Internet Information Services

To install IIS services on the VM:
1. Open a Run console with the Start > Run commands.

2. Display the Add/Remove Programs section of the Control Panel by typing the command:
appwiz.cpl and click OK.

3. Click Add/Remove Windows Components.

Figure 28: Install a Windows Component using a Control Panel

A . — =
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Add New i e VPN Client 5.0.06.0160 Size  13.14MB
rogrems B efhexant 20672 Smartaudio HD Size 2.68MB
@j K‘ﬁ Dame\are Mini Remate Control 7.5 Size  55.51MB
.-!\dd.;Remove ‘ﬁ! DM Required 8.0 Runtime Size 4.00MB
C;I_:;I;gﬂ;is ‘EE_’;! DFlot Graph Software version 2. 1.4.9 Size 5.25ME
I:E EC Software TNT Screen Capture 2.1 Size &, 7aMB

4. Selectthe application Server and click Details.

5. Selectthe Internet Information Services (IIS) check box and click OK. Windows
prompts you for a CD-ROM.

Figure 29: Select IIS Services to Install

Application Server | 5'

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To see what's included in a component, click Details.

Subgomponents of Application Server:

[ “€) Application Server Console 0.0M +]
[] $54SP.NET 0.0MB

v @ Enable network COM+ access 0.0MB

[] E3)Enable network DTC access 0.0MB

¥E Intemet Information Services (I1S) 27.4MB

[] =2 Message Queuing 7.0MB

Description: IS Includes Web, FTP, SMTP, and NNTP support, along with support
for FrontPage Server Extersions and Active Server Pages [ASP).

Total disk space required: 147 MB
Space available on disk: 13910.7 MB

6. You need to mount the ISO image file for the desired Operating System running the 11S
service. See Mounting an ISO Image file/CD-ROM procedure on page 5.

7. Once you have mounted the ISO image file, click OK.
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Figure 30: Mount CD-ROM with IIS Services for Desired OS

Files Needed I EI
@ Some files on Service Pack 2 CD-ROM are needed. 0K
&~ Insert Service Pack 2 CD-BOM into the drive selected
below, and then click OK. Cancel

EI Browse...

8. Navigate to the desired directory (see prompt) by clicking Browse.
9. Once you find the IIS installation file, click Open. The IIS service installs.

Figure 31: Find IIS Installation File
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10. Click Finish upon completion.

Miscellaneous Final Items

Set administrative groups as requested on form

Add the Following Domain Security Groups to Administrators group on the server:
¢ BSG.SERVER.ADMIN

¢ BSG.SERVER.OPERATIONS

e BSG.APPLICATION.SUPPORT

McAfee Antivirus should be updated by EPO

Third-party supporting software configurations completed
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Add Server to Server Inventory List
Once you have completed the VM server, you need to add it to the Inventory.

To add a server to the TCB VM Inventory:
1. Browse the original datastore where you stored the VM * . vmx file (Eigure 32)

Figure 32: Find VM in the Original Datastore
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2. Right click the VM * . vmx file and select the Add to Inventory command (Figure 33). The
Add to Inventory Wizard displays.

Figure 33: Adding VM to Inventory
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3. Type the VM Name and select the Inventory Location folder corresponding to the TCB
organization to which this server belongs. Click Next.

4. Select the appropriate Host or Cluster (Figure 34). Click Next.

Figure 34: Assign VM to Specific Host/Cluster

"'1','_'-' Add to Inventory Wizard
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5. Select a Resource Pool to use when you run this virtual machine. Click Next.
6. Verify the summary of the VM Inventory information and click Finish.

Figure 35: Registering the VM in the VirtualCenter Inventory

(%3] Add to Inventory Wizard

Ready to complete the Register Virtual Machine wizard
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biame 3nc Locabon a“l'd Locabon \When you dick Finish, a task will be started that will register this virtual machine.
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Resource Pool The virtual machine will be registered with the following options:
Ready to Complete ‘ Name: vms060dc04

Folder: 6060 Test Domain
Host/Cluster: DRS

Spedific Host:

Resource Pool: Resources

/M Creation of the virtual machine does not indude any automatic installation of the guest operating
system, You will need to install the guest OS just as you would on a new physical computer.

heo | <tack | [ Frsn | cancel

Add Server to Solarwinds notifications

Undocumented procedure, check with Stephen Meilinger.

Add Server to NetBackup policy
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Add Server to Correct Organizational Unit (OU) in Active Directory

To add the server to the organizational unit within the Active Directory:
1. Create Computer Account in Active Directory.
2. Place in Proper Organizational Unit—coLo or oPs, efc...

3. Add Correct Security Group to the Computer Account:
Template Servers = All Templates
Production Servers = All Production servers regardless of location
Test Servers = All Test servers regardless of location
GPO.Local.Administrator - Prod = All Prod Servers
GPO.Local.Administrator - Test = All Test Servers

Requestor Sign-offf

Have User requesting server check over the server and sign-off on the Built as Requested
section of the form.
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